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Login via Singtel myBusiness portal

Login to Business Broadband
Security Suite
(https://marketplace.singtel.com/Account/Login)
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Step 1 0of 3

After you have successfully subscribed to Singtel Business Broadband
Security Suite service, you can login from the portal.

Login via Singtel myBusiness:
https://marketplace.singtel.com/Account/Login

https://marketplace.singtel.com/Account/Login .
.* %% H
sngitt MyBusiness

Please login below

Achieve peace of mind with
Login ID enterprise grade cloud backup
- = and disaster recovery solution.

Enter your Login ID e
aﬂd password Remember Login ID

Forgot your password? Click here,
(e

Don't have an account yet? Click here to register.
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Step 2 of 3

You should be able to see your subscribed service under the Dashboard.
Click on the icon “Business Broadband Security Suite”

About myBusiness  About SaaS  Help Centre ~  Contact Us

Welcome HS Ong | Logout

6 Home ° SaaS Apps . Insights @ Opportunities @ Grants

Access Apps (Dashboard)

Launchpad | ManageApps | ManageUsers | Reports

Broadband
Security Suite (SN
eVolve)

@

Click ‘Launch’ to
access the app
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Part 3
Security Analytics
Reports

Step 3 of 3

You will be directed to the homepage of the Broadband Security Suite
Portal. Follow these 3 simple steps to set your security settings.

Part 1
Broadband
Content Filtering

Welcome HS Ong
$5201602083533
Log out

Sir.\gial

1
Broadband Secumnity Suite Portal
|

Home Security Analytics Reports I Broadband Content Filtering Broadband Protect Contact Us

Singtel Business Fibre Broadiand Security Suite

This service bullds up the first line of defen;
equipment to be installed in your premise. Af

for your business while using the Internet. Our cloud based security Infrastructure set-up requires no
yet gives you the full control rights to your security settings.

This portal will enable you to configure your jroadband Content Fitering and Broadband Protect services, as well as download your monthly report

o
Security Analytics Reportd

9 B
-~ o.. #
20, .

0,
&
o e
-

Shows monthly reports of top visited
and blocked websites

Triple protection
against internet threats

ol

Monitors and prevents unwanted virus
intrusion and email spam

Controls and blocks website access in
your network

Part 2
Broadband

Protect
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Broadband Content Filtering

Choose from 4 predefined
security profile
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Profile Setting
Choose your security profile setting at homepage.

- GChoose from 4 pre-defined

cateqories (Basic s defadl
Profile Setting

Broadband Content Filtering is set to Basic

6 :

|

[ Basic
Security+
! Productlwty

()

Welcome HS Ong
$5201602083533

Once you are
done with the
selection, click
'UPDATE’ button

A B a

Bundled to ensure
security and productivity
* Security+ (i)

+ Disable (1) \E

Broadband Protect Contact Us

3 0
Broadband Content Filtering s set to Basic @0‘&9

. R o= |

Want to find out the web category of a specific website? Click here °
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Explanation for each profile

If you are not sure of which profile to choose, please refer to the
detailed explanations of each profile.

Welcome HS Ong

Sir.igial Broadband Security Suite Portal 5201602083533

Home Security Analytics Reports Broadband Content Filtering Broadband Protect Contact Us

Mouseover the
(i) letter for

Broadband Content Filtering o
more details in

each profile

i
Broadband ConlaaniIleringissen:Basiu What each proﬁle means? :
What each profile " BaSIC (II. '
e * Productivity (i)
+ Disable (i)
Want to find out the web categ . Securlty+ (l)

* Disable (i)
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Broadband Protect

Select your Anti-Virus & Anti-Spam
security setting
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Activate / Deactivate Anti-Virus and Anti-Spam
Click on Broadband Protect tab.

%0 Welcome HS Ong
Singtsl Broadband Security Suite Portal $5201602063533

Home Security Analytics Reports Broadband Content Filtering Contact Us O nce yo u are

7\
v Broadband Protect

done with your
selection, click
‘Update’ button

"
@\
You can choose to switch the individual security features ON or OFF from the menu below | 55
................................. ---.
Anti-Virus Protection (i) OON OFF &

IAn\\—Spam ection (i QON OFF i
You can choose to active/ P e i
deactive Anti-Virus and L R
Anti-Spam by selecting the u

ON/OFF button
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Security Analytics Reports
Reports & Alerts
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Overview
You can download the Security Analytics Reports for the month.

Broadband Content Filtering Report (Free)

* Top 5 web sites accessed

* Top 5 web categories accessed
* Top 5 web sites blocked

* Top 5 web categories blocked

Broadband Protect Report

* Top 10 virus detected and blocked

* Top 10 email spam sources detected

* Top 10 intrusion attacks detected and blocked
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Download Report
Click on Security Analytics Reports tab.

Home Security Analytics Reports Broadband Content Filtering Broadband Protect Contact Us

Security Analytics Reports

wosiown | v

BHIEHE . Bioadhendc s St A notification email will be sent to
.v1ay 2016 . Broadband CF_AV_AS Report tanchinyee@singtel.com when the report is
ready for download.
June 2016 Broadband CF_AV_AS Report i i
I I R & To change the email contact, please update Trlple protection

against internet threats

REQU REPORT youenarne@em.ail.com UPDATE

A=l

. Availab'e reports to all Broadband Content Filtering Additional reports available ‘o Broadband Protect
View repor‘t by Subscriners: Subscribers:
C||Ck|ng on the * Most !euuentiy viewed websites * Top blocked virus list 1
» Top b®cked websites with most access attempts * Top blocked SPAM email icnder list
N * Sum f Intrusion Detdcted (for SingNet eLit
link to download o : s
a copy 1
1
1
1
Click on i ' i
I You can also register your email
1 1
Request Report : address to receive notification

to generate the 1 when report is ready for download
latest report
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Sample Reports
Sample reports for Broadband Content Filtering and Broadband Protect

BROADBAND CONTENT FILTERING
a) TOP FIVE MOST FREQUENTLY VIEWED WEB SITES
The diagram shows the top five web sites accessed by your company.

BROADBAND PROTECT

# Website Category Requests
1 erd.microsoft.com Information Technology a) ANTIVIRUS REPORT
2 www.zaobao.com.sg News and Media
j :’v::",:::::umm ;‘:2:? The diagram shows the top ten viruses detected and blocked by Singtel Business Fibre
5 |stream3.newsS.ph News and Media Broadband Security Suite.
# Virus Name Occurrences
b) TOP FIVE MOST FREQUENTLY VIEWED WEB CATEGORIES 1 | Malicious_Behavior.VEX.99
The diagram shows the top five blocked sites that your company attempted to 2 |W32/Generic AC.302484
# Ca = = 3 W32/Generic. AC.3408604
tegory que: ) .
1 Information Technology 4 Js/Nemucod.LU!tr.did
5 ;
2 |g Advertising S  W32/Bayrob.BSitr
3 | Content Servers 6  MSIU/Injector.OUDItr
4 @ Business 7 XM/Agent.RQ!tr
5 |G Search Engines and Portals 8 JS/Nemucod.LFitr.dldr
9 JS/Nemucod.ELltr.dldr
) TOP FIVE BLOCKED WEB SITES ATTEMPTED TO ACCESS 0 MSIL/Injector.OIPitr

The diagram shows the top five blocked sites that your company attempted to

# Website Category Requests

1 irs01.com 3 Malicious Websites b) ANTISPAM REPORT

2 accounts-cdn.9gag.com | Other Adult Materials

3 cdnrep.reimage.com 3 Malicious Websites The diagram shows the top ten email spam sources detected for your company.
4 comment-cdn.9gag.com |4 Other Adult Materials

5 ads.nexage.com g Malicious Websites

No matching log data for this report
d) TOP FIVE BLOCKED WEB CATEGORIES ATTEMPTED TO ACCESS

The diagram shows the top five blocked web categories that your company att¢

access. ) INTRUSION PREVENTION SYSTEM
# Category Requests
1 [ Malicious Websites The diagram shows top ten intrusion attacks detected for your company.
2 [ Other Adult Materials P Severity Counts
S [Bomogtaphy 1 Bash.Function.Definitions.Remote.Code.Execution Critical
4 @ Phishing 2| Apache Struts2. OGNL.Script.Injection Critical
5 [@) Peer-to-peer File Sharing
3 MS.IE.Object.SLayloutRun.Memory.Corruption Critical
4 Zpanel.pChart.Information.Disclosure Critical
S Angler.Exploit.Kit Critical
. . 6 SAP.ConfigServlet.0S.Remote.Command.Execution high
Broadband Content F]_lterlng’ 7 Adobe.Reader.U3D.Progressive.Mesh.Block.Code. Execution high
8 Apache.Struts2 Parametersinterceptor.Remote.Command.Execution high
9 RealNetworks.RealPlayer.IVR.File.Processing.Code.Execution high

Broadband Protect
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